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Mediation Matters
By John G. Loughnane

The Role of Resolution in Resiliency

Efficient resolution of disputes arising from 
a data breach should form part of a resilient 
company’s response strategy. This is espe-

cially true for small- and medium-sized businesses 
with (1) limited resources, and (2) less time for pro-
longed disputes. 
	 The general topic of using mediation to help 
resolve data breach-infused disputes was explored 
previously in the ABI Journal.1 As noted in that 
article, just as mediation has been used successfully 
by parties to resolve issues surrounding the sale of 
personally identifiable information (PII), mediation 
can help in resolving a variety of disputes arising 
when a breach occurs. 
	 Prudent companies exercise extreme care when 
generating, using, sharing and storing digital data. 
Unfortunately, the prospect of a breach can never 
be eliminated. This article begins with a short sum-
mary of the ongoing attacks on data, then moves on 
to discuss two key aspects of deploying mediation 
in data breach disputes: identifying key interests 
at stake, and exploring possible options to satisfy 
those interests. 

Data Under Attack 
	 A range of attackers deploy a host of nefarious 
activities in the pervasive effort to pilfer data. In 
addition to outside threats, data is also at constant 
risk from disgruntled employees or simple insider 
inadvertency or negligence. Cybercrime repre-
sents a growing and serious threat to businesses 
of all sizes. The World Economic Forum’s 2016 
Global Risk Report indicates that cybercrime cost 
the global economy $445 billion in 2014 alone.2 
The security challenge is aptly captured in this oft-
repeated remark: “[T]‌here are only two types of 

companies: those that have been hacked and those 
that will be. And even they are converging into one 
category: companies that have been hacked and will 
be hacked again.”3 
	 This modern-day reality does not mean that 
companies are powerless to defend against a 
breach, but it is quite the contrary. For all of the 
notable breaches that have occurred, significant 
investment and diligence have effectively pre-
vented or reduced the impact of countless others. 
Successful security is the result of concentrated 
efforts by companies to build and nurture secure 
environments as a matter of business necessity — 
mandated by various regulations, trading partners 
and internal governance. Successes do not receive 
public acclaim, but they are the reason that many 
businesses flourish in the digital age and consumers 
enjoy the modern-day conveniences of one-click 
shopping and next-day delivery.4 
	 However, data breaches continue to prolifer-
ate. Although one breach alone may not topple a 
company, a poor response to a breach can imperil 
the financial health of the breached company or 
third parties that entrusted data to that company. 
Unfortunately, small- and medium-sized businesses 
are just as prone to attack as major companies with 
familiar names. Moreover, smaller entities often 
lack a sufficient information-technology infrastruc-
ture to guard against the newest attacks. 
	 Numerous well-publicized breaches have 
resulted in a flurry of litigation and helped shape 
corporate-response protocols. Many large compa-
nies that have exposed PII have endured reputa-
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tional injury and some financial harm, but have survived the 
ordeal. Companies with well-designed response playbooks 
deployed strategic plans, including notifications to appropri-
ate authorities, affected parties and insurers, as well as addi-
tional steps. Financial exposure has been softened in many 
cases by applicable insurance coverage or court decisions 
refusing to reward damages for disclosure of PII alone with-
out some more particularized injury.5 Although best practices 
have developed for responding to a data breach (especially 
breaches involving PII) and the losses incurred to date have 
been absorbed in many cases, there are at least two reasons 
to be prepared for an increase in the ramifications of data 
breaches moving forward. 
	 First, the Equifax data breach, which impacts approxi-
mately 145.5 million U.S. citizens, has helped fuel public 
concern about cybersecurity.6 As a result, Congress or state 
legislatures might coalesce around new penalties or conse-
quences for insufficient data security. Moreover, the U.S. 
Supreme Court may elect to take up the question of standing 
for those alleging future harm arising from a data breach that 
could increase damage exposure.7 
	 Second, the amount of sensitive information maintained 
by a company in digital form extends well beyond PII — 
and this is true for companies of all sizes. In a recent study, 
the Ponemon Institute identified small- and medium-sized 
businesses that are focused on protecting customer records, 
business correspondence, employee records, financial infor-
mation and intellectual property.8 In short, with the amount 
of digital corporate data growing quickly across businesses 
of all sizes, the consequences of a successful attack increases 
exponentially for the company that is breached, as well as 
any party entrusting its information to the breached party. 
	 In short, the magnitude of the attack on data of all types 
(including PII) cannot be overstated. Although one breach 
alone may not trigger corporate distress, it certainly has in 
the past and will in the future for some challenged compa-
nies.9 Failure to respond to all aspects of a breach effectively 
only compounds the risk. In any setting, a successful media-
tion depends on identifying the key interests at stake, as well 
as options to satisfy those interests. 

Interests at Stake 
	 The key interest of a company affected by a data 
breach will be in responding and recovering from the 

breach as quickly and efficiently as possible. Response 
and recovery will often require interaction with multiple 
third parties depending on the circumstances: customers, 
vendors, insurers, regulators, partners and others. Whether 
the interests of such parties are addressed out of court or 
with the benefit of a breathing spell afforded by a formal 
reorganization process, efficient resolution is essential. 
Interests of commercial parties will vary but will surely 
include confirmation that the specific cause of the breach 
has been identified and remedied, that the costs of collat-
eral damage created by the breach are covered, and assur-
ances that changes are implemented to reduce the risk of 
similar breaches in the future. 

	 In the case of consumers or employees affected by an 
attack on PII, the universe of those alleging harm might be 
widespread. In situations of widespread harm involving PII 
among larger enterprises, it is not uncommon for class action 
lawsuits or multidistrict litigation to ensue. Unfortunately, in 
that situation, the reality of compensation for the plaintiffs’ 
counsel can become an additional interest that is challenging 
(but not impossible) for a breached company to address.10 
	 The Bankruptcy Code contains provisions to guard the 
interests of consumers whose PII might be sold. Specifically, 
the Code contains a definition of PII,11 and requires an 
ombudsman to be appointed12 and evaluation of the privacy 
issues in any sale.13 
	 The concept of an ombudsman might be helpful as well 
to ensure that the interests of parties affected by a breach 
are being considered — whether or not PII (as defined spe-
cifically by the Bankruptcy Code) is at stake. For example, 
in the event of an insolvency proceeding of a consumer 
reporting agency that has experienced a breach, consumers 
will clearly have interests at stake.14 However, the defini-
tion in § 41A of the Code would not compel the appoint-
ment of an ombudsman, as the definition of PII requires that 
information be “provided by an individual to the debtor in 
connection with obtaining a product or a service from the 
debtor primarily for personal, family, or household purpos-
es.”15 Information held by a consumer reporting agency is 
delivered not by the consumer directly but by third parties. 
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Thus, an ombudsman would not be required under current 
law in the event of a proposed sale. Although not required, 
it might be prudent to ensure that consumer concerns are 
effectively advanced by the appointment of an ombudsman 
in the event that consumers otherwise lack a meaningful 
role in the proceeding. 
	 Another major category of party commonly asserting 
interests in a data breach are governmental authorities such 
as the Federal Trade Commission, state attorneys general 
and various regulators. Routinely, such authorities enter into 
data breach settlements with companies that have suffered a 
breach. These settlements typically set forth the compliance 
obligations moving forward, including the establishment of 
a comprehensive information security program, protocols 
for security patching, obligations for network segmenta-
tion, establishment of controls over network access, and file-
integrity monitoring.16 These authorities have been active in 
bankruptcy proceedings concerning proposed sales of PII. 
Mediation can also be used to identify and seek to satisfy 
their interests around data-breach issues. 
	 Even when an orderly restructuring process proves 
essential in light of a breach, prolonged litigation is unlike-
ly to be in the interest of any party interested in maximiz-
ing a return or securing a solution. Mediation should prove 
useful to various parties, including regulatory authorities, 
to help maximize value, protect privacy, limit damages and 
reduce expense. 

Options to Satisfy Interests
	 As previously noted, parties affected by a data breach 
will hold a variety of interests. The ability to realize mon-
etary value on a claim will depend on the breached com-
pany’s financial ability, including potential insurance cov-
erage and existing or future assets. Other interests might 
be satisfied through non-monetary means. Mediation can 
be used to help identify and crystalize vital interests of 
various interested parties — not just positions asserted in 
response to a breach. 
	 Mediation has been used outside of distressed situations 
to help parties reach closure on the economic consequences 
of a breach. For example, in the fall of 2017, a mediated 
settlement was preliminarily approved between current and 
former employees of Seagate Technology LLC and the com-
pany arising out of a 2016 data phishing attack that affected 
approximately 12,000 employees. In the attack, a Seagate 
employee forwarded PII of fellow employees to attackers, 
who then used the information to file fraudulent tax returns. 
The settlement provides each current and former employee 
with two years of credit monitoring and up to $3,500 for out-
of-pocket expenses.17

	 Commercial parties that have agreed to detailed con-
tractual provisions regarding data security are increasingly 
turning to mediation as a cost-effective means of resolv-
ing disputes concerning compliance in the ordinary course. 
The International Institute for Conflict Prevention and 
Resolution announced the creation of a cyber panel in the 

summer of 2017, issuing a release noting that “[w]‌ith attacks 
occurring with both greater frequency and sophistication, 
smart companies and their counsel are adopting proactive 
strategies to prevent and/or resolve cyber-related disputes in 
a manner that best protects operations, customers and repu-
tation.”18 A mediated process can help simplify the process 
of identifying possible insurance coverage, whether it be 
through specifically applicable cyberinsurance, directors and 
officers’ insurance, general commercial coverage or perhaps 
through crime coverage.19 

Conclusion
	 When a breach occurs, mediation offers a means for 
resolving the resulting disputes. Companies, especially 
small- and medium-sized enterprises that cannot survive pro-
longed litigation, can preserve value by dealing with data-
breach disputes efficiently. Mediation can help affected par-
ties identify interests and explore options for satisfying those 
interests, which can help contain the impact of the breach 
and avoid collateral consequences. Simply put, resiliency 
requires consideration of resolution strategy as a component 
of an effective response to data-breach disputes.  abi
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